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Cuctembl Anonymous Credentials

MpumMep Tabnuupbl n3 063o0pHON cTaTbu [2]

Category | Assumptions | Selective Delegatable Issuer- Updatable Issuer/Verifigredential Prove Implemented
disclosure hiding Combo Size Complexity
=) U-Prove |76 DLog v . . . . ({+4)G + (£+ 2)Zp | (£+5)e v
=) idemiz [34] K SRSA v . . . . 3N + 7 de + T v
CLO04 |32 K LRSW, DDH v . . . . (26+3)G (20+3)e
BCCH00 [10] K HSDH, CDH . v . . . £-w (2¢- |x|)e
=) PCS [63] K q-DHE, CDH v . . . . (£ +5)G (2£ + N+5)e
BBI18 [17] K COM v v . . . ({+2)G + = (f+1)e + mp
BEKRS21 [19] K NIZK + Sig v . v . X - -
BBDE1Y (18] K Blind Sig . . . v . - -
KVAC CMZ14 [36] K DDH, ¢-SDH v . X . v (£+5)G + = (4£ + 4)e
CPZ20 [37] K DDH v . X . v (£+3)G + = (£ + 4)e
Verheul [88] [BB DDH . . . . X - -
RVHI7 [78] B whLRSW v . . . X (£ +4)G (2¢ + T)e
PO19 [77] iR DDH, SXDH v v . . X 6G+£Z, £+ 1)e
CL20 [44] R ABDDH' QM | e v . . X - -
CLP22 [42] B XKerMDH v . v . X RG+4E, 19p
BMMS22 [73] BB DDH, GGM v v . . X 5G+£-C £-Ct + Ty

[2] Kakvi S.A., et al. SoK: Anonymous Credentials // Security Standardisation Research. SSR 2023. LNCS, vol. 13895. Springer, Cham, 2023, pp. 129-151.

www.ruscrypto.ru 19



Cuctembl Anonymous Credentials

[loka3biBaeMble

Kpuntorpadpuueckoe «saapo» | ATpubyTtbl AT
U-Prove
Idemix
ePCS

Privacy Pass

Nymble

[U-Prove] Paquin C., Zaverucha G. U-Prove Cryptographic Specification. V. 1.1. Microsoft Corporation. 2013.
https://www.microsoft.com/en-us/research/publication/u-prove-cryptographic-specification-vi-1-revision-3/.

[Idemix] Specification of the Identity Mixer Cryptographic Library. Version 2.3.0. IBM Research, 2010. https://dominoweb.draco.res.ibm.com/reports/rz3730 revised.pdf
[ePCS] Kaaniche N., et al. Anonymous certification for E-assessment opinion polls // Journal of Ambient Intelligence and Humanized Computing. 2023, No. 14.

[Privacy Pass] Privacy Pass. A privacy-enhancing protocol and browser extension. https://privacypass.github.io/.

[Nymble] Nymble: Anonymous IP-Address Blocking. https://cgi.luddy.indiana.edu/~kapadia/nymble/

www.ruscrypto.ru 20



https://www.microsoft.com/en-us/research/publication/u-prove-cryptographic-specification-v1-1-revision-3/
https://dominoweb.draco.res.ibm.com/reports/rz3730_revised.pdf

Cuctembl Anonymous Credentials

[loka3biBaeMble

Kpuntorpadpuueckoe «saapo» | ATpubyTtbl AT

U-Prove

Idemix

ePCS
Privacy Pass

KVAC

Nymble

www.ruscrypto.ru 21



Cuctembl TUna KVAC
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Cuctembl Anonymous Credentials
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Cuctembl Anonymous Credentials

[loka3biBaeMble
Kpuntorpadpuueckoe «saapo» | ATpubyTtbl AT
U-Prove
[Noanuck Bcnenyto + ZKP
Idemix
ePCS
Privacy Pass
Yy KVAC Het Hannyune TokeHa
Nymble ©

www.ruscrypto.ru 24



Cuctembl U-Prove n Idemix
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Cuctembl Anonymous Credentials

[loka3biBaeMble
Kpuntorpacduueckoe «aapo>» | ATpubyrbl NE———
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[Noanuck Bcnenyto + ZKP
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KOHCTaHTbI
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Privacy Pass
y KVAC Het Hannumne ToKeHa
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Cuctembl Anonymous Credentials

[loka3biBaeMble
Kpuntorpadpuueckoe «saapo» | ATpubyTtbl AT
Brands signature JInHENHblEe pyHKUMN
U-Prove o
+ «nponpueTapHbIin» npotokon ZKP | ButoBble + 60nbLUe/MeHbLIE
Idemix Camenisch-Lysyanskaya signature CTPOKM bonblue/MeHbLUe
+ «nponpueTapHbIn>» npoTokon ZKP KOHCTaHTbI
ePCS
Privacy Pass
Yy KVAC Het Hannyune TokeHa
Nymble ©
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Cuctembl Anonymous Credentials

[loka3biBaeMble
Kpuntorpacduueckoe «aapo>» | ATpubyrbl T
Brands signature JInHENHblEe pyHKUMN
U-Prove o
+ «nponpueTapHbIin» npotokon ZKP | ButoBble + 60nbLUe/MeHbLIE
Idemix Camenisch-Lysyanskaya signature CTPOKM bonblue/MeHbLUe
+ «nponpueTapHbIn>» npoTokon ZKP KOHCTaHTbI
ePCS Attribute based signature 0/1 bynesbl pyHKUMM
Privacy Pass
Yy KVAC Het Hannyune TokeHa
Nymble ©
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